
FedRAMP Review & Approval Process
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Phase 4: ApprovePhase 1: Prepare & Apply Phase 2: Accept for Review Phase 3: Initial and Detailed Reviews

CSP Application

Salesforce and/or CRM 
Database
 Customer Data
 Issue ID#

2.1: Confirm 
Application 
Receipt & 

Prepare for 
Upload

2.2: Submit 
Documents to 

OMB MAX 

1.7: Provision Secure 
Repository (SR)
 File Structure
 File Name

2.4: Validate 
Package 

2.8: Manage Queue 
and if Agency ATO 
Package then, post 

as FedRAMP 
Compliant (In PMO 
Review) and publish 

to OMB MAX

OMB MAX

3.1: Conduct 
FedRAMP 
Initial
Review

3.3: Send back 
to Applicant for 

update and 
schedule 

Feedback Call

3.6: Applicant 
updates 

documentation

4.1 Present to 
JAB

Acceptance Criteria 
determined by 
Path and Docs 

Submitted

3.10: Conduct 
FedRAMP 

Detailed Review

4.4: 
Approval?

Yes 3.13 Passes 
Review

Update CRM Database

2.5: Conduct 
Intake Interview 

if Needed

2.6: Accept 
for Review

2.7b: Notify 
Applicant of 
Acceptance

Yes

No

Applicant can either defer or resubmit

1.2: CSP 
contacts info@f
edramp.gov to 
initiate process

1.1a: CSP decides 
to pursue 
FedRAMP 

Authorization

1.3: Answer 
questions and 

direct Applicant 
to current 
resources

Blackboard 
Learning 
Mgmt. 

System(LMS)

Training 
Certificate 

FedRAMP 
Newsletters, FAQ, 

Twitter, 
Publications, Tips, 

Workshops

No

No

2.7a: Notify 
Applicant of 

Rejection

1.5: CSP or Agency 
Completes & 

Submits 
Application

 Has all req’d docs
 Named properly
 Varies based on Path

3.2: Passes 
Review

No
No

 Package contents will vary 
based on Path and stage in 
review process

 Detailed security 
review

 Checklist used varies 
based on document 
reviewed

Yes
4.2: All Doc. 

Complete

4.3: Request 
Next 

Document(s) 
from 

Applicant

Yes Yes Link to Info@FedRAMP 
Process / SOP

 Only for initial 
submission

3.8: Assign ISSO 
and Hold 

Vendor/ISSO 
Kickoff

 Only for initial 
iteration

2.3: First 
Iteration after 
Acceptance?

Yes

No

 JAB: P-ATO granted 
by JAB

 Agency/CSP 
Supplied: FedRAMP 
Director Approval

 Post as FedRAMP 
Compliant

 Tracking Process SOP
 Included are details on when 

updates should be done

1.1b: Agency 
submits a CSP for 

FedRAMP 
Authorization or 

request CSP 
posted as 

FedRAMP In-
Process  

3.11: Brief 
Director 

on Results

No

Complete?
Passes Show 

Stoppers?
Readable?

Agency and CSP Supplied Path

4.5: Publish 
Final Package

Yes

 If failed, Lead Reviewer 
or ISSO is notified

1.4: CSP takes 
training

1.6  Review 
Salesforce for 

New Applicants

3.4 Failed 
Twice?

No

3.5 PMO 
Determines Way 

Forward
Yes

Yes

3.7: Post CSP as 
FedRAMP Ready
(Except Agency 

ATO)

JAB
3.9: Post CSP as 

FedRAMP In-
Process

https://drive.google.com/open?id=0B1wEiVprD8mMNE5JYnByZ3d2WC1OaUJLVUVjMmcxakVRYm9z&authuser=0
https://docs.google.com/a/gsa.gov/document/d/1p7rLgp85XESyFS2pnfqCc-twCrfSI7D1rv6b_ZsJPi0/edit
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